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NOTIFICATION
New Delhi the 2nd July. BH3i

Subject: Notiheatinn en National Cybw Seenmy Polity-TH J | NCSP-2DT Jf NationalCyber Security
PcKcy-2013 |[HCSJ>JEH3]

F Ho 1-CEfiTJn. -- Preamble

1 Cyberspace is a camplet «*VForWWII cons'Hing & interactions between people, wltw”e and semes
soppodect by worldwide distribution ttf rnltumaton and Mmmunlcal.o® tochrwJBgy (IOTp devices and
networka

7 Owing to ine numerous DeneEl* brought atkWI by lechnalcrgical advancements. thr cyberspace masv is a
common pool used by either;! businesses flribca informai-on InfeMIrudurfr, military anc KwwnrTutMi in 3
manner lha; makes it difficult ro draw near bewtanes among those rfirtccni groups 'ne cyberijppco s
eupccted 10 be mere comp es in thr foreseeable hilune. wirh iminy told increase- in networks and devices
conncclec boit.

3 Information Technology [ITj is me of me crrtcal seclo.1 Ihal rids* on and resides n cyoerapaec 1LIH
emerged as one of the most yijnncvint giowlh catalysis lor ne ndian economy In additon to fuelling Innu's
economy th.5 sector s alic ptmlirvely rffluencing Ifte lives stits people lhroug h greet and ~direct contention
to 'hr various sorja-ectwisnt; parameters such as emp oyrren; jlarnfard ivmg and diuen; I> among cttlW*
Top sector has played a rignirtartt role m I/ansfornimg India * image rD lhal of s gisbal y-*ye- in pm\ldmg
wcdd-ctass technology jolulrand IT business serves* Tin government has been a key dnver lor
increased adoption cf IT based products a"d 1 enabled services n i=ijol.c services I|-joyernment to citizen
services cil/len identification, puOlrc distribution system*) Healthcare .re emsnicne remote oonsuiiatcn
mob-e dinla), Educabcn (e-Learning Virtual csissnsoms. «gc| and Fnenc-ai series (mobile banking'
payment gateways| etc Soch itiatlyes i.n t enabled mceaseO ;T adaption In iht country through scctore
rekjrTia and ~atonal programme* whien hive ted to creation a) large (cart IT IrtfratfrUCiur* w h ocommpo'alel,
rmvalr oarticioator.

t In (he infill GtiHF growth or IT seclor in Mie country ambibcrre plans tor raprt social |rary*kofnation ano
inclusive growih and ;ndias pctimineivl tote in Kin IT gfaoa market, f-raw 1 v.g ngpl kma or Ibais tor orcal*»q
SeCoie compulmg enymonnwnl *nd *tepu*le bust and confidence in eledron.c traniadicms ioTwaro
services, devices and networks h*j become one of he HJTtpellmg pnonties Tor me w”1fy Such a Mcui
enables crealion of a sviUbie CyWt secutlly eco-system m Lie eooniry. ih tune wilH globally nelwortec
environmant

t Cyberspace is vulnerasle 1o a wide variety of mordents, whelhe- mle-iliona or acciccTlal rrenriade or
malura. arrt me (jgi.y esrtianged n the cySorscace can be eap-nded Hk nefsnou* pwpoocs by bblh nalvs-

states a- i non jtstf actors. Cyber ahacks 1hal target roe .-rtrastruHi'rb nr undm ymg economic wvei-t>esng of H
"fllion slate can elfectivevy redoca available slatE respsirce* and tindemnni? conlidcnre in lheir supporting
Stnicture* A Cyber retailed incident of national significance may M e any farm: an organized cyber aback a"
vdittonfrilled eaplon such as computer virus or worms or any maliotr®s software code, a national disasie- wih
sigmficant cybci consequences or other re;ated mcidcnll capable of caus ng avlecsivB damage lo the
nformition ‘rasinjchee or key assets Lorge sost cybor .no-Oems may OMEn~helm the government pub'ic
sup pfivate sector renyurc** and slices by dtaruptbig funciinning of copcal nformatlon system*

Corriplicahons from disruptions of such a magnitude may h 'eaten lives. eppnamy and nptipnpi ser.uiiiy

~apid deniihcatori. mtormation btthangc. mvest-gation and coordinated response and temsdiShon can

if.it-nr "H.r.»ti



nvligate lhe damage caused by malicious cyberspace scnivity Some of Ihe ensmpfrs of Cyber lhneats lo
individuals busresses and government are ideality lh*It. phishing social engineering haelivism. uyber
terrorism compound threats largmmg mubile dewoes and smart phene, oorTprom sad digital cefflicates
advanced rrers.sterM thrut* denial *1 Service, but nsit, supn'y cha.r: attacks os!a ieaknge etc |he
proltcitee O inflo'matiun ii"lra»lhucturp and preservation of 'he confidentiality integrity and Svbsbcuty of
information in cyberspace ie The Essence of a secure cyber space

6 There aie vanous ongong activities and program* of (he Gov*mnh*m fo address the cyber secuniy
challenges which have signifoantly contributed to tee creation Of 3 ptatform thar is now capable of support-,iy
and sustaining Ihe efforts Bt securing the cyberspace Due to LhEdynam.c nature oJcyberspaw fheie is now
aneed for l.iese achcns to be unified under a National Cyber Security Policy ivth an Integrated visrcri and
a scl *f sustained and Coordinated strategies for implementation

7 Tn-eCyher security policy is an mo ving laskanu it eaten to the whole spect'iim u* 1C" i-scrs ard provee's
~eluding home users and small medium and Iqrgt enterprises Government and no" mGovernmenf
ftnlifes il serves as an umorella Irania*m *)t defining and guidriO b»e admns related to security *1
cytift'spaoe It a:jo enables the inn.uidua sector: and orga-'-.zabors In des.gnmg appropriate Cyber security
ptkOtei id MA their need's The policy provides an overview of wftal it lakes lo effectively protect informahori
w1 mi-.itini, syticrrts and nehMovis and also gives an insight into the -jcvernment'! approach *i>j strategy 'nr
protection Of Cyber space in the country Ma-so outlines tome comers to enable cdt aboraBve working o* all
key players in puo-c and private » safeguard COubL-y't information and informal-on systems  This pol.cy
thei stare a-ms in create 3 cyber sucunty ffamovuarfi which leads 1a specific vcbons and crc-gr.nmnrtet to
enhance me teeuMy posture of country's cyber space

. vilbbfl
lo bmlrd nsecure and resilient cyberspace lore linens, businesses and Governirirni

U. Mission

To protect r formation and information rifraslruclune m cyberspace Duild cap3b:lihes to preveK
] and respond to cyber threats, reduce vulnerabilities *nd minimize damage frorr cyber incidents
lhrough a comb-naiion of mshldtipnal stfusutei people, processes technology and cooperation

lll. Objectives

11 To cieate a secure Cyber ecosystem m Ihe country generate adequate trust and wnlidenee r- i
systans and irrassctioni .n tybdrapace and Ihereby enhance adoption of if irysll sectw? of 1hc
economy

2) To create an assurance lramtwert for design of senwily policies ary) for ptohndran and onahlmg
actigni (or ccniplia-~c to global security standards end best praams by way of Confcnnity
iSsuismenf ipnoduti. procass teciwUogv ana people |

31 Tottfeiigll+tn 1Hi Regulatoiy bai'iewuik ful cninlH| MSecme Cyswrspacr ecosystem

ki To enhance and create National and Sectoral level 2* * T rdechamsms lor obtaining strategic
mnformaliCfl negeiding Inreati fp 1CT m'rastrudure. creating scenarios far Wporue. fttOliiSon and
crisis management lhrough effective predidrve. preventive, protective response and recovery
actions.

5) Toenhance the protection and “eBilmnce of Naton 5tntnal infprmplitui inlratffticture by Operating
d ?4+T National Critical InformaSon inlYajlimdure Protection Cenlrc iNCHPCI and nanda'irg
iccuTfly pracdDes relaled to lhe fJesign. atquiiilioo devckjpmcer.l use arc operation of
in'pnr.slicn resources

6) To develop sulabte indigenous secunly techoologiei lhrou”?i fraolier technology research
solulcn oriented researth. proof or ctmcc-p! pilol development, ir*nsition. m'lu?ion sod
conmerciahsalioo teiding 10 widespread deployment at secure- ICT producti ! piotssSti n
generai and sotjcjfically Ibr addressing National Eecunly requirement)

7i  To Hhiprove vhd Dy of 1he integrity of ICT products and service! by eildbiistimg infrAslrvdure tor

teabng rVv-J validation of secuniy of Sue-, pnoduols

i To create 3 workforce of SOOQQ professionals skilled in cyber security m [hp next i years
Hvbugh capacity building, skill deuekopment end Iraming

Sj Tp prpuidp Tisoar bantfils 1In businesses for adoption gf standard security practices and
proorsses.
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Id enable pmtaefign or intermadon while n process. handling storage 1 tranjil SS as in
safeguard prv*nr pi tihinn'i data and foe raduemg wonpmle losses due to cyder prime or dala
Ihafl

111 To enable effective prevention invesligalmn and prosecutor or cyber cnTin and ertu ncemenl ai

law enforcement capabilitum Ifnuugh ap croprade leg dative intervention

12) To cveele a culture of cyder teeu'ily and privacy enact mg responsible ps*; behaviour 4 ac:i r&

Incoogh an elective oonKnunieafi&o and pronmhon sfralc-py

t3i ' a develop elTcotive public pnvale parinenhlps and fflitobonljve angagemerlfliihraugi- feomtifcal

arid tipe.'p lecuii coopa‘alion and cminduron tor enhancing (he secunty- df cybers£a;=

Ui Td enhance globiS CMperah&n by promoting shared understanding and leveraging relslionirupj

«or -furthering 1he taui* tfl secunty of cyberspace

15) Sirjttgms

Creating a secure cyber ecosystrih

t)

N

3

Bl

1o designate m Nallnnai nodal agency S coordinate *R malLlrrs related 1o cyber set,nty m lire
«umry, win dearly defined roles S responutaliliKi

To entuuiaye all grgar-zations. priv3le ano puc-rc la designate a mtmbEr of senior m.anicjy.heht.
as Chic! InlOrmabon Security Oftice' ,;CISCI reiponpnie tor cyber security effort! and Jnrfiattvtx

To encourage ®! Organi/aironi to oevgicp infurmalign security policies duly integrated with Iheir
dullness p'dns and irriplpmenl such policies as per uMemalipop best practices £uch polices
should include establishing standards and meeramsmj for tecum intorm-alian flow while in
precet* humOng storage and transit: crisis management plan, proactive security posture
assessment am) fpronsically enabled intorniabcfl infostructure

Tc- ensure dial all organizations earmart a spec-lie budge! fpr implementing cyb" SECUMy
iniiialivES and lor meeting emergency response arising out of cyber incident!

Ta provide fiscal scheme* into ineemi™* lo encourage enlSies 1o uistall. *Irtngt7*n anp inpgrarfe
information mfraslrudure wfh mspocf to cyber wearily

To pnevmif occurrence ana recurrence sf eyb*r incidents by way of incenlives tor technology
devetopmenl. cyber security compliance and proactive actions

TO establish a mechanism for sharing informalum and tor identifying and respontt** ;o cyber
security incidents auto tor cooperation in rettorafipn o'tons

TO encourage Endues id adepf guidelines for protu'e-menl pi truslwdrfnv ICT products and
provida to- procurEmETIil of indigenously manutoiturrd ICT products 1haf have secunty
implicalians

Creating an as surance frame-wort

7)

Ji

4)

1(/ promote adoption df global beat prazbees in infiormaton seeunfy and compliance and thereby
enhance cyber secunly pasture

Td death infrastructure tor conformity assessment anr) Mimicalion of ccmplianco to cyber
secunty best praedees standards am guide-ire* ifig iSO Z7P01 ISMS ceof.cation S system
audits ftonetrabon le»frngh/uJnerabllily Batesamm appiicalian security testing web sesgnty
testmg)

To enable implamontalion of global secunty bill practices ai Itumjl nsu MMismem and risst
managernem processes, business continuity ma“ajomfti'H aiyf cybbt fficis nranagemonl pian by
all cntilies witnm CovErnmEnl and in erifical aeqltirt in reduCD Ihensk ol disruption and improve
Iht secoriy pcsture

Tu idenify and -ciassfy irfoeriatiDn ‘-mlraiinicl'jre tacihl-es and asse'3 at em ly ISVol w 1h reaped w
nsn perceplicn For urHjprta-.".ig oommens-j/ale secu'rly profedkyn. measures

10 encourage secure applicaOon'scftwara develDpmenl jyacesies based on globji' btsf
pracficea.

To ctoaic Cuntormily essessmenl Ifamewcrv far c«r>odic. verificalian of oompliancc to bosf
practices, standards and guidelines on cyder security
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T\ Tn entourage a: eniities to periodically tesl and evaluate IN? adequacy and effectiveness (d
technical and operational security control rr-sasurcs implemented in IT systems and in nclwurk*

Encouraging Op«n Standards

1) la encourage use of open Standards to facilitate interoperability and data exchange among
afferent products pr services

21 To promote a consortium -Of Government end private sector to enhance the- avails pvny of tested
and cert-fed IT product* based an open standards

Strengthening the Regulatory framework

1i To devdet a dynamic leyai Iramework and m periodic review 1b address the eyber leemdy
challenge* srisie-j (M of IBtf"".p|ogi;al devetoofnen:* in Cyber space rsuch as cloud computing
mobile computing. encrypted seniice-s and SCOS madiai and |f hanmomzalion with 'nternaltcnai
framework* ."eluding I-L-se ie.aled lo internet governance

2) Tb mandate penadic audit and evaluation nr m* -urequapy ana efleclivoness cf securily at
mturmjlvpr intrasTructur-e as may be appi(H*i9le. witm respect (0 regcialary framework

3j Toenable educate and Militate or (he regulatory f-smewart?

Creating mechanism* tor security threat early warning, vulnerability management and
response to s:runty threats

11 To create MsiCflal level systems. processes structures and mechanism* to gene-raie necessary
silualional seenamj pr eilslu-nj arm pnlen‘iol cybe- secunty threats. and enable Imply -nr-v-nuL-::-?
Sharing for ptMCtive, rueuentive and proteclire actions bv individual antn-cs

2) To operate * 24*7 National Le-.el Compiler Ems-Tgcnoy Response Te*n* .CIiRT mt to rjichor.
as a Nodal Agency tty coordinator of a mefforts tor cyber security emergency respons-e and c-sia
management CEUT-In win funclian as an umbrella organuahon m enshlirig srearmt Jnc
ooeial'jnalutaliOrt cf sectors CERTs as well as facilrtabng oefiirnumcaliOrt and coutdintian
actions in dealing w'lh typer oisr* siluanarra

3) To Dprrationalme ?4i7 sectoralCERTS tor ell coordinatorland CommunicjL-ooactions wiihin tne
respective sector* for t-ffeehve incidence nesponcr end resolution and cyber erit'S manage menl

*

To implement Cyber Cnsis Management Rijn tor dealing with cyibei related v-c-denls impacting
critical nshonal processes or endange'ing public safely and security ot the Nation, by way of well
cooidinaLed. mult, distip.ihary approach at Ihc Nalional Sectoral 99 wi-hjs eidity leireU

51 T* conduct and far nate regular cyber secunty dmt and exercises at National sectoral a-rd nhty
lcvoTi tit enable assessment pr the security poalurr and lestl of emeigency pwpttedresi in
resisting an,j dealing wth cyMrsecurty mc>ienls

| EouuHrhg E-Governance scrvtcoi

1- To rnndatP inp~nenlalum of global SOMdy beft prstficey. business cor-lm-vdy managemcnl
snd cyber ends managero-em plan for all e doremance initiatives in the country 1la reauce inc
risk of disruption and improve me secuiky pdsturo

2) Th encourage widflJ usage of Public Nry In|V*t.rroc(uie (Pki; wahm GovEinment for imslod
cCrmn-uniClliuri end Iransadibns.

3) To engage information secunty profetiionalsiorgamsalvons to assisl S-Gdvomanct r-niahvai and
-ensure canfDrnrance to secunty beat practices

C. PrutL-Llji.ili and resitience ol Critical Irifurtnitmti Intyaslructure

1| To deveicp a plan lor prelector, <jf Cnbcai I'-fcrmabon InirasVuClu-e -rnd its mtegralion *'1b
business plan, at the enlny level and unplemenl such plan Tho plan* sh.jll mckude eofabirihing
mecharisms Ter secure inrqunstiDn flow (while m process handling storago and tesnsitl
guidelines and standards. tri*il menegemer.l plan, proactive socun-ty posture assrotmeM and
forensicalty enabled intthinwon .-nlra*lructure

2) To Operaie a 2d*7 National Crflinal Information Inlrasiruchire Protection Centre INCIfPCI to
tunctipn a* the nodal agency Tat enticii infsrmdlinn hfrastmctuTH pwiectson m 1he b6.ir.iry

3) To facihiale idenlification. pfioniisation, aeaessment. tEmedialxiai and ptokctiih of adical
imfrastrudure and key ntsourees based an Ik ? plan fcr protOCUdn O eni«d information
infrast,uclure



hi

[

mt 1 mm «i tt=ti #mtomn 11

11 To mandate implementation of fIFOfie: security bust practice*. tmsinesi continuity mwagemenl

8]

B.

»nd cyber cnsi* menagemenl plan by a3critical sector cnl'lk*. I® rertoce me nst of aisrupbon und
improve the ttCLffdy feature

to encourage and mandate na appropriate, toe use dr validated and certified 1l products
To mandate MOunty audit of CrliCSI Inhumation inlrmruCKKfl oo a penodc basis

Tc mandate certification tor all security roles nghf tram DSO.'CSO to these involved m operate.”
of crdIMI inform”ion infr¥tlijjetiUie

TO mandate sociee apphcatiQn.solUart development process (Prom design Ui'Uugh ralirament;
based on global best practices

Promotion CP Research and DonHopmentin tybm S+Cunly

1,

31

Tp undertake Research *nd Development programs tor aJflrossmg all aspect! of development
aimod at short term, rreJunt lenn and :ong term g*ais The ftts*Ar(h and Development
programs than address all aspects including dwdfcprrwnl of trustworthy systems their taming,
deployment and maintenance fhroughaul If* Me Cycle incmde RSDon cu(li"godge secunty
lechnologteS

To encourage fieseardi and Wvekipmenl to produce wst~rffedin* ta (totrade ragsmu:
pfcurty solution* meeting a wider range of cyber security phallEnges and target <h export
martlets

To facilitate tran-SHon. diffusion and commerasi saliun pP the outputs of Research and
Desefcum-enl into wnunenoal product* an) services for use ih public and private sectors

Tp wl up Centres Of Eitellenoe in area* or strategic importance tor the paintd *tc**y of cyber
spb«

Tp cutaborate sijo.bl Research: and OevElopnH'f.1 projects with mduslry and academia m ftonlime
technologies and soWiPh oriented rascarth

Reducing supply chain rtsli*

2)

3

T* create and maintain testing infrastructure and h d H il tor IT w arty product OV*uattOfi and
compliance verification as per grofiai standard* *nd practices

To suild trusted relationship! with product | system vendors and service providers tar improving
end-to-end supply cham security visibility

To create awareness of the toroids, vuincahihr.ES and csiiseguenoes of breach of security
among cnluie* lor managing supply chain nsh* related to IT Iproducts systems or serweesf
procurement

Human Resource |>cvtflopmen<

n

Jj

Ai

To foster education and framing programs SOlh ai torm* and mterma- sector* lo fuppon too
Nation's cyber security needs and build capacity.

To establish cyMf security training infrastructure across ffu: country dy day of pubnc private
partnership arrangements

To ejiahlish cyber security concept kb j for awarmess and ssill develppmenl in icy Areas

ip establish inslifut>pnal mechanisms tar capacity building lor La* triforctmen! Agencies

Creating Cyber Security Aw3rams*

D]

To promote and launch a oorocnenensive national awareness program on security of cytrcrspsoe

31 To sustain security Meraey swarenesa »hd pubkaty campaign lhnjugh eledromc modi* to help

S)

clivens to be aware pr the challenges 01 Cyber setunty

Tg conduit, support and enathte cyber Secumy wurrtshflip! / seminars and csliie tfat*

Developing utfocINe Public Private Partn*r*h ips

1 To facilitate collaboration and cooperation among slahdhpioor entitle* including orwole secte- ir

the area of Cyber security in general Ihd prrytectkto df tntical mformatico Inhastrurture to
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particular for ocboris reiffled Ik cyber trials vuinoabilltiH breaches potential pryletliu*
measnes \lr.: adoption gl z t H practices

To Gfeate models for cO*ohmaborts ar.g engagement mm a ire oyani stakghgldeis

To create a ttonli lanii tor cyber security pokey Inputs duwtJjor and rSEliderslions

litforrttiuQfl i-h»ring *nd coopers Lion

To deuelgp bilateral and mulM-aleral rdLJlionisips m Hie area o' cyber security *ilb Dbier
countries.

10 enhance National a’-i g::ca cooperation among soCuniy aganem. CERT*. Ctetonp* agencies
and lonces. Lmv Enfoncen-ar.i Agencies arte ibe judicial system*

To create n'rrhj.'vim tor dialogue related 1g leL+.n.cai and operational asosrts *-lh iduslry in
Order ig Tpollildte enorts t- recovery and nesmence of systen>E including rnncgl mfoiritalion
inftHtrucbm

Priorlined approach fur implementation

To PdOtf a phuiir-recj approach to implement the policy so as 1c address Ibe meet critical areas m
|t* ferst instance

Operationalisation of the Policy

This pobey ii. be operafionarsed by way of detailed guidelines and mans nr actor, n various ipmels
SuCf) ns national, sectoral slate ministry, deparmcr-l 5"0 enleCpnao .ii may bn appropriate 1g
adpiess the chaOenging requirements of iccursy ot |he Cyberspace
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